ATM occupies an important position in the e-Banking portfolio. It has given the consumers a quality of life allowing them to access cash and other financial information. Its role in promoting, developing and expanding the concept of 'Anytime Anywhere Anyplace" banking is undeniable. It offers a real convenience to those who are on the run in their everyday life, but at the same time, it also carries a big element of risk.
Introduction
Among the prominent financial touch-points, Automated Teller Machine (ATM) has been considered as one of the important components of electronic banking infrastructure.
ATM is a terminal deployed by bank or other financial institutions, which enables the customers to withdraw cash, to make a balance enquiry, to order a bank statement, to make a money transfer and/or to deposit cash. The ATMs are basically self service banking terminals and are aimed at providing fast and convenient services to customers (Rasiah, 2010) .
ATMs provide different services to cardholders without the help of any bank employee or teller. All these services have been segregated as financial and non-financial. A variety of payment cards such as Debit (Expense) Cards, Credit Cards, Prepaid Debit Cards and recently introduced Remittance Cards can be used in Pakistan on ATMs. Prominent services offered through ATMs are listed below in Table- Considering their nature, the frauds perpetuated on ATMs and other E-Banking Channels have been divided among different categories as mentioned in Table 2 . Operational Fraud One of the examples of operational fraud is when the ATM cassettes holding cash in various denominations are purposefully filled with currency in the wrong denomination, therefore, giving customers or criminals more money than should be dispensed.
Equipment Fraud
Installing a fake ATM machine in a shopping centre or a fake card reader or skimming devices.
Digital Fraud
Hackers who author viruses or worms intended to exploit ATM operating systems and/or Controllers.
This paper discusses the ATM fraud which was perpetuated on one of the important components of ATM IT Infrastructure i.e. ATM Controller of ACB Bank Limited.
ATM Controller
The ATM Controller famously known as Transaction Processing Switching or Financial Middleware is one of the most important components in conducting electronic transactions. The first ATM Controller was introduced in Pakistan by TPS Pvt. Limited in 1996.
The importance of the ATM Controller can be gauged from the fact that in 1990s and most part of 2000, almost all the banks in Pakistan had distributed core banking systems and some banks still continue to operate in the same fashion. These distributed core banking system applications were usually housed in bank branches and once the branches are closed in the evening, the customer data in core banking is not available for any real-time transaction. To overcome this challenge and to provide anytime, anywhere, anyplace banking facilities to consumers, the ATM Controller was introduced.
In the banking environment, the controller sits between the Bank's Core Banking Application, Bank's delivery channels i. As a middleware, the ATM Controller acquires electronic transactions from the Bank's ATM and POS network, process these transactions and then forward them to the host or issuer bank for authorization. After receiving authorization, the acquirer bank ATM disburses the cash.
The next section discusses the Statement of Problem (Section-2), Research Methodology (Section-3), Literature Review (Section-4), ATM Infrastructure in Pakistan (Section-5). Findings and Observations have been discussed in Section-6 followed by the Conclusion and Recommendations, which have been discussed under Section-7.
Statement of Problem
In Pakistan, the ATM transactions are based on predefined and pre-allocated mapping codes ranging from 00 to 99 wherein '00' code has been reserved for 'cash withdrawal' by all the banks. Accordingly, the ATMs and the associated ATM Controllers have been configured on the parameters that does not allow 'cash withdrawal' from ATM if any other code except for the '00' is received from the issuer bank's core banking application.
ATMs are always attached with ATM Controller when conducting inter-bank transactions involving two different banks. Once the card holder of Bank-A (issuer bank) access the ATM of Bank-B (acquirer bank), the ATM of Bank-B sends the card holder credentials to Bank-A for verification and authorization. This communication is conducted through the ATM controller deployed at both Bank-A and Bank-B. After receiving the authorization from issuer bank i.e. Bank-A, the ATM of acquirer bank i.e. Bank-B disburses the cash to cardholder of Bank-A.
In this case study, we have investigated the presence of a mapping bug when the ATMs of ACB Bank Limited started disbursing cash to the card holders of Bank-A having 'zero' or 'insufficient' balance in their bank account. Despite of the fact that the Bank-A sent a rejection "06" code from its ATM controller to ACB Bank ATM Controller, but due to the presence of a mapping bug, the ATM Controller of ACB Bank started reading every code as ''00' and disbursed the cash as depicted in the following diagram: In addition, exploratory research based on secondary data obtained through journals and Net was also included in this case study.
Literature Review
Commercial banking is undergoing rapid change, as the international economy expends and advances towards institutional and market completeness. A major force behind these developments is technology (Liano & Cheung, 2001) . As further investigated by Ogbuji, Onuoha & Izego (2012) , the converging forces of technology have tremendously altered manual systems of delivering banking services and have subsequently paved way for electronic delivery platforms in recent time. The ATMs is one of existing replacements of the cascading labor-intensive transaction system affected through what is popularly referred to as paper-based payment instruments.
E-Banking in general and ATMs in particular have given the consumers a quality of life allowing them to access cash and other financial information. It offers a real convenience to those who are on the run in their everyday life, but at the same time, it causes a big element of risk. The traditional banking risk, in some instances, are
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Adepoju & Alhassan (2010) while analyzing the cases of ATM usage and fraud occurrences with some banks in Nigeria discussed that consumers have come to depend on and trust the Automatic Teller Machine (ATM) to conveniently meet their banking needs. In recent time there has been a proliferation of ATM frauds in the country even and across the globe. Managing the risk associated with ATM fraud as well as diminishing its impact are important issues that face financial institutions as fraud techniques have become more advanced with increased occurrences. On the other hand, Agoyi and Seral (2010 have shared their concern on the growing number of ATM frauds and have suggested using the SMS encrypted messages to authenticate the users to improve ATM security against frauds and crimes.
ATM hacking is now on the rise with some organized and highly sophisticated attacks. This has now become a real headache because both banks and customers are prone to heavy losses. Criminals are taking the battle a stage further, by directly manipulating the software inside the ATMs to give them money (Bradbury, 2010) .
Report on Global ATM Fraud (2007) published by ICMR has reported that the ATM frauds have evolved from the conventional 'trick of shoulder surfing' to steal the PIN of customers at the ATM to more sophisticated methods such as the Lebanese loops, use of electronic gadgets, card jamming, card swapping, diversions, website spoofing, or phishing, ATM Burglary etc.
The first massive and seemingly coordinated fraudulent attack on ATM users was that may best be described as the great phishing scam on 2007, in which fraudsters cloned the inter-switch website and sent wide reaching notices to ATM cardholders to log on to the cloned website and re-register their payment cards by changing their PIN. So daring was this attempt that notices were even pasted on the walls of bank premises. The fraudsters succeeded in accessing the accounts of many cardholders and withdrew their money. This act of fraud was chiefly successful because the magnetic stripe ATM card in use within the country in comparison to the Chip (smart) cards (Chinedu, 2010) .
Chip cards based on EMV technology has been considered as one of the most effective solutions to card Skimming fraud until the same was successfully broken by a team of University of Cambridge students. Murdoch, Drimer, Anderson & Bond (2010) , in their paper has demonstrated a protocol flaw in Europay, MasterCard and VISA (EMV) protocol. Because the authors have found and validated a practical attack against the core functionality of EMV, they concluded that the protocol is broken.
Realizing the severity and the frequency of the ATM frauds, Diebold in their one of the white papers titled 'ATM Fraud and Security-2012' has reported that the ATM fraud is not confined to a particular region of the world. As further reported, the card skimming was the most prevalent crime affecting ATMs in Europe. Card skimming at ATMs resulted in losses of nearly 111 million Euros across Europe during the first half of 2011. Card Skimmers are devices used by perpetrators to capture cardholder data from the magnetic stripe on the back of an ATM card.
The commercial banks therefore need to deploy sufficient preventive controls to minimize the chances of frauds and maintain the consumer trust on e-banking products and services.
Greene (2009) has defined the key areas of payment fraud. He segregated the fraud into two categories. There is first-party fraud, which is the abuse of the account privileges by the account holders themselves, or the acquisition or expansion of those privileges by deceitful means. There is also third-party fraud, which is often identity fraud, or the abuse of one person's account by another. Third-party fraud is what we usually think when we consider fraud.
While investigating the risk management, security and controls in the context of ATMs, Rasiah (2010) has described that the crime at ATMs has become a nationwide issue that faces not only customers, but also bank operators. Security measures at banks can play a critical, contributory role in preventing attacks on customers. These measures are of paramount important when considering vulnerabilities and causation in civil litigation and banks must meet certain standards in order to ensure a safe and secure banking environment for their customers.
Based on a survey of bank corporate clients in Singapore, Rexha, Kingshott & Aw (2003) concluded that trust was the key factor influencing the adoption of electronic banking. The trust, therefore, remained to the key factor influencing the adoption of various e-banking channels and products offered by the banking industry. In addition, ATM Security has been considered as one of the major concerns for regulators, financial institutions and service providers. In order to provide an easy and quick access to card holders, ATMs have been placed at convenient locations called on-site locations (near or inside the bank branch premises) and off-site locations (shopping malls, universities, colleges, gas stations etc).
In ATM transactions, the role of Issuer and Acquirer bank occupies an important position. For example a banking company in Pakistan can become an acquirer or issuer or both for offering e-banking products and services to consumers. Banks issuing payment card such as Debit, Credit, Prepaid Debit or Remittance Cards are called issuing banks and they are not required to deploy ATMs or POS terminals. Payment cards issued by issuer bank can easily be used on any ATM or POS terminals owned and managed by another bank in Pakistan called acquirer bank. Most of the banks in Pakistan are both issuer as well as acquirer as the case with ACB Bank Limited. Similarly, the total volume of ATM transactions in the e-banking infrastructure occupies a significant position. Among the prominent e-banking channels, the total volume of ATM transactions stood at 86% percentage of the total e-banking transactions in the country during financial year 2011 (Table-4 ).
Commercial Banks in
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International Journal of Business and Management Vol. 7, No. 22; The presence of a mapping bug in the Beeta and lousy internal controls over payment applications at ACB Bank were observed to be the main reasons which allowed unauthorized and fraudulent withdrawal from the Bank's ATMs for consecutive 89 days until when a criminal was caught by the Bank's staff posted at one of their branches located in a small town near Multan City while withdrawn a huge quantity of cash from their ATM.

The problem started when OPL upgraded ACB Bank's ATM Controller in December 2007. Soon after the up-gradation, Beeta started malfunctioning in certain error conditions in which the cash was not suppose to be disbursed  Beeta started interpreting all those transactions in which Alpha ATM Switch was giving message 'BAD TRANS CODE (RC-11)' as 'OK' transaction with message 'Transaction Approved'. Hence all ATMs owned and managed by ACB Bank started disbursing the cash based on the false advices received from Beeta. It was, however, noted that prior to the up-gradation of Beeta, all similar transactions were correctly interpreting the message as 'INVALID CARD DATA (RC-07)' by Beeta and rejected.  Mentioned below are the two scenarios based on true transactions and showing a complete path of transactions. Scenario # 1 is trail of an "OK" transaction (pre-upgrade period) whereas scenario # 2 is showing a fraudulent transaction (post-upgrade period). For the clarity of the transactions, extra columns found present in the response reports extracted from the system logs of ACB Bank were deleted.
Scenario-1: Transaction flow of an 'OK' transaction during pre-upgrade period
Step-1: Response generated by Bank-A ATM Controller Response Code (RC-00) i.e. 'Authorized' used for internal messaging has been mapped to Bank-A ATM Controller code list.
Step-2: ATM Switch Log provided to ACB Bank. 
Scenario-2: Transaction flow of an 'OK' transaction during post-upgrade period
Step RC-06 was converted into '00' at Beeta and transaction became 'OK' because of mapping bug developed after its up-gradation.  Furthermore, the daily cash withdraw limit of Pakistan Rupees 25,000 was also not invoked due to an 'input error' and the fraudsters were able to conduct a number of transactions and withdrew unlimited amount till the machines went 'out of cash'.  It may also be noted that aforementioned 'mapping bug' had no effect for its own customers using ACB Bank's ATMs because internally no mapping was needed in such case.  Printer Journal Log of any ATM is considered as single most authentic record of ATM. More precisely it is called the 'Black Box' of ATMs. The printer journal usually uses thermal jet printer over glossy paper roll. As with the nature of the glossary paper, the print on it usually vanishes within 2 months. It is, therefore, imperative for banks to hold printer journal record in the form of electronic achieves.
As observed, the ACB Bank's ATM Controllers did not have e-journaling to record ATM wise events including transactions. Most of the paper record of fraudulent transactions was not legible due to above limitations of thermal jet printing.  According to the State Bank of Pakistan Guidelines for Standardization of ATM Operations issued in 2006, all the branches of commercial banks having ATM network in Pakistan were required to carry out ATM cash balancing and reconciliation every working day at a time fixed by their head offices. This time, however, should not be during peak hours and should not cause disruption of ATM services for extended hours.
As observed, the interbank ATM reconciliation mechanism, though existed in the Main Branch of ACB Bank, was inadequate in terms of efficiency and effectiveness. Only few employees were posted in ATM reconciliation unit without any automated reconciliation system. The manual reconciliation of approximately 5000 transactions every day was practically impossible, which in fact resulted into the non-identification of fraud at its earlier stage. The fraudulent transactions continued for 89 consecutive days.  As explained by Shaikh (2011), the significance of evidences collected and processed during post-fraud scenario occupies a very importance position. In e-banking environment, the evidences have been categorized as Primary and Secondary. In Primary evidence, the ATM or system-based reports are generated and checked for verification, authenticity and for the satisfaction of the complainant. Most of the complaints are resolved based on the information collected and analyzed from primary evidences. Secondary evidences such as collected through built-in event-snap cameras and CCTV footage are used in most sophisticated crimes perpetuated on ATMs such as Skimming, Card/Cash trapping and Transaction Reversal Frauds (TRFs) to name a few.
In view of the importance and necessity of primary and secondary evidences, the State Bank of Pakistan in its Operational Guidelines on ATMS issued in 2007 had mandated all the commercial banks in Pakistan to install CCTV Surveillance cameras to monitor and record all the activity in the ATM vicinity. As investigated, ACB Bank's ATMs were not fitted with CCTV cameras. Few of its ATMs were also not fitted with built-in event capture cameras, which resulted into the non-availability of secondary evidence which can otherwise help ACB www.ccsenet.org/ijbm International Journal of Business and Management Vol. 7, No. 22; Bank in identifying the fraudsters. Based on the evidences provided by the systems generated reports, the card users were, however, identified and the respective issuing banks were contacted for the recovery of the stolen money.  Job logs, which serves as an effective internal control, logs every event, changes in any system object and sign-in / sign-off of every user along with date and time so that any unauthorized changes, if made, could easily and timely be identified. By loosing job logs, evidence of changes in the system by authorized users would also be lost.  Higher management at ACB bank seemed less concerned about the overall security and safety of e-banking channels especially the ATMs, which otherwise would have avoided this fraud.  Few weeks after the incident, instructions on the 'internal controls over ATM Support' were issued by the senior management to at ACB Bank, which implies that the internal control system was ineffective at ACB Bank.
Conclusion and Recommendations
The ATM transactions in Pakistan have recorded a continuous growth over the period of time, which shows the customer preferences in selecting and using this E-Banking Channels for conducting both financial and non-financial transactions. The ATM Fraud at the same time has opened up new chapters in the IT security portfolio demanding a reasonable attention from the higher management in thwarting ATM fraud at its early stages. In addition, to better detect and prevent e-frauds, multiple tools may be used with proper fraud management practices and systems in place.
Effective internal controls provide a reasonable assurance to the management on fraud prevention and timely detection. The guidelines and the instructions issued by the central bank need proper attention. Their compliance will help the banks in minimizing e-banking risks, detecting e-frauds, prevention and safeguarding the e-Banking assets including ATMs.
Considering the nature of the fraud and after thoroughly investigating the ACB Bank's internal control mechanisms and lack of higher management involvement and understands of ATM operations, a turnkey ATM solution has been recommended for ACB Bank. Under this solution, a 3 rd party or an Independent Selling Organization (ISO) may be contacted to deploy and look after the ATMs, provide monitoring and diagnostic services and also ensure the safety and security of the ATMs. The cash replenishment shall rests with the ACB Bank Limited.
In order to keep the identity of the respondent, software developer and ATM Switch Operator anonymous, imaginary names were used in this case study i.e. ACB Bank Limited, Beeta ATM Controller, Omega Pakistan Limited and Alpha ATM Switch respectively.
